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BRON IS DESIGNED FOR HIGH-NET-WORTH 
INDIVIDUALS USING 
CRYPTO
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MPC  
SOLUTION
Institutional-grade security 
delivered in sleek UX to HNWI

SIMPLE TRANSFERS
Simple transfers

STAKING
All blockchains through 
P2P.org

SWAPS
Anything into anything swaps 
with low fees

HIDDEN VAULTS
Stay protected from  
the street attacks

SEEDLESS 
RECOVERY
Secure recovery,  
no seed phrase

POLICY ENGINE
Stay protected from the street 
attacks

BATCH 
PAYMENTS
Make crypto payouts to 
multiple addresses at once

INHERITANCE
Securely pass your crypto 
assets to your family

GUARDIANS
Extra layer of security with trusted 
counterparties



Bron-Crypto
Mainly focusing on MPC-based signing and the related machinery.
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This Talk

Doing cryptography engineering nowadays is:

01 Tricky

Changed a lot in the past decade

Requires a different mentality than the Academia

02

03
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This talk has four parts:

We will describe real life issues, lessons learnt, and the 
design decisions behind our open-source cryptography 
library: https://github.com/bronlabs/bron-crypto

01 Reusability and abstraction, as a guiding principle. 

Challenges of porting papers to production

Example of productionizing a protocol: MSP-based signing

02

03

04 Future work: On Specifications

https://github.com/bronlabs/bron-crypto
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Reusability
A Distinct Lack of Abstraction



Reusability: The case for abstraction 

“**Hard** Real-world catastrophic bugs” in applied cryptography are typically NOT a consequence of poor 
usage of a programming language eg. nil dereference, memory leaks etc.
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“**Hard ** Real-world catastrophic bugs” in applied cryptography are mostly STRUCTURAL and 
ALGORITHMS related.

Memory leaks, nil dereference and alike are easier to catch than structural/algorithmic issues.

Abstractions helps with minimizing structural/algorithmic issues by limiting them to a single reference 
point.

Cryptography is often written in a self-contained way, to be written once, audited once, then deployed and 
never to be touched again. This is no longer a sustainable strategy.



Reusability: Background

What is a sigma protocol?
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a

e

z



Reusability: Background

What is Fiat-Shamir?
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The Fiat–Shamir transformation is a fundamental cryptographic technique widely used to 
convert public-coin interactive protocols into non-interactive ones.

It effectively reads challenge from the transcript.

challenge e=H(x || a) 
challenge e=H(a) (WEAK Fiat-Shamir)



Reusability: Sigma protocol Interface

Stateless interfaces
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Reusability: Sigma protocol Compilation, Them
Non-Interactive Sigma protocol compilation

                Is it weak-FS or strong-FS?
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Reusability: Sigma protocol Compilation, Us

Compilation, without redefinition
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Reusability: Background

Abstractions goes much further.

A sigma protocol for “one-way
Group homomorphisms”.
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Reusability: Maurer Proofs
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1. Schnorr Discrete Logarithm proof
2. PoK of Opening of ElGamal Commitments
3. Okamoto’s PoK of Representation
4. PoK of N’th root mod N^2

Single reference points:
1. Is the simulate function implemented correctly?
2. Are challenge bytes read correctly?
3. etc.



Reusability: Yet another example

In-lined CRT
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Reusability: Yet another example

Reusable and efficient CRT
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Challenges and Tips
Pitfalls of implementing papers



Challenge 1: The Folklore
Many important protocols either don’t have a paper, or aren’t constructed anywhere.

Public 2026 BRON.ORG



Challenge 1: The Folklore
What to do?
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Image from https://www.youtube.com/watch?v=9alhSquF2-w



Challenge 2: Leaky Boundaries

Black-boxes are often leaky:  Schnorr != EdDSA

Public 2026 BRON.ORG

What to do?

1. Resist the temptation of “black-box”ing a protocol, even if it’s supposed to be a black-box.
2. Read original literature. This is not just for culture!



Challenge 3: Concreteness 
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Papers are often too “concrete” for your abstractions.



Challenge 3: Concreteness

What to do? <As a researcher>

Resist the temptation of writing “self-contained”
          Papers. Modularize. Abstract.
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Challenge 3: Concreteness
What to do? <As a practitioner>
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Image from https://www.youtube.com/watch?v=lNUYTUGMMxI



Challenge 4: Abstracting the right way

It’s not always obvious what to abstract and how.
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Challenge 4: Abstracting the right way

What to do?
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Gain experience



Challenge 5: Real vs. Ideal

Your ideal view as a researcher may not be compatible with the real world.
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What to do? Exercise your risk management muscles. This is not a purely cryptographic skill. Alternatively, try telling 
your boss you don’t want to support BLS or some ZK system, because no UC security or AGM and alike and watch 
natural selection do its magic.



Challenge 6: Provable Security

Cryptography literature is littered with redacted/modified proofs of security. What good is a proof if you can’t trust it?
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Challenge 6: Provable Security, Recent Example
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Challenge 6: Provable Security
What to do?

DO NOT ASSUME IF A PAPER IS PUBLISHED, ITS PROOF IS CORRECT.

Prefer proof formalism whose artifacts prevent yet-unknown attacks.

Know how the formalism is used.
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Challenge 6: Provable Security, Example

Backup plans, and backup plans for the backup plans

Public 2026 BRON.ORG

Lindell17

DKLs23 v2 (With Base OTs based RVOLE)

DKLs23 v1  (With OT-Extension based RVOLE and Base OT creation in 
Signing phase)

Threshold ECDSA in Production

03

01
02

04 CGGMP21



Challenge 6: Provable Security, Example
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Some Tips
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Tip: Fat Cryptography
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You will face a choice in designing real-world systems:

1. Glue small cryptographic primitives together at a software level. OR
2. Make a fatter cryptographic primitive.

To make a decision:

1. Do you need “exotic” crypto? If so, has it ever been implemented? How “different” are the underlying 
assumptions?

2. Know that gluing small primitives together is likely to be brittle but often faster to implement.



Tip: Author responsiveness 
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Papers are written with a lot of background
Assumptions not explicitly stated.

When in doubt, contact the authors.

Only pick papers where authors respond.



Tip: Picking Broken Protocols
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You may get a broken legacy 
system, or have to pick it for 
any reason

What to do?

1. Resist! Don’t pick a protocol that’s broken.
2. Remember that if something is broken once, its 

patchwork is more likely to break in the future than 
something that hasn’t been broken at all!



Tip: Consolidate 
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Papers are not always updated in-time. 

Consolidate on what the community converges to and 
keep a close eye.

But know when to stop!!



Tip: Choice 
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If a parameter is security-sensitive, prefer convention over customization.



Tip: Ignore the Bullshit

Remote side-channel Free Programming:

01 Not Measurable… Not really.

Remote attacks have never happened outside laboratory conditions

Impractical

02

03

Public 2026 BRON.ORG

Yet:



Tip: Ignore the bullshit … but have a backup plan

“Best-Effort” Constant Time
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Building High level applications by abstracting over constant-time interfaces
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An Example
Case-study for productionizing papers



Background: Secret Sharing and Access Structures

Secret Sharing: distributing a secret among a group, in such a way that no individual holds any intelligible 
information about the secret. A sharing scheme is ideal if the size of the secret and each share is the same.

Different kinds of monotone access structures:

1. Additive - all parties required to reconstruct the secret)
2. Boolean (CNF/DNF) - e.g. (Alice AND Bob) OR (Alice AND Charlie AND Darcy) 
3. Threshold - any subset of at least t parties required to reconstruct the secret
4. Hierarchical - parties split into hierarchy levels; subset of parties of every level required to reconstruct
5. Threshold Gate - Threshold + Boolean
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Initial Problem 

Boss said: 

We want to group some people in the access structure, to ensure presence of certain people during signing.
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Fat or Thin?

Boss said: 

We want to group some people in the access structure, to ensure presence of certain people during signing.
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Which route to go?

- Thin: Build an authorization layer on top of existing threshold scheme.
- Fat:   Generalize the threshold scheme.



What to pick? First Step
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And it’s ideal!



HTSS
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Birkhoff instead of Lagrange.

L1 = Alice                                           T1 = 1
L2 = L1 + Bob + Charlie                     T2 = 2
L3 = L2 + Darcy                                  T3 = 3

At least T1 from L1 AND/OR
At least T2 from L2 AND/OR
At least T3 from L3



HTSS’ Deal Breaker
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Can we salvage HTSS?
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Can we salvage HTSS? No!
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So if not an ideal scheme, then what?
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Finally… MSPs
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● Most Generic
● Any access structure induce an MSP
● MSP can be converted to additive
● BUT NO CONCRETE ALGORITHM ANYWHERE!!



Strategy of transforming existing signing protocols 
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Ideally one would compute share of signature and then aggregate [in the exponent].

Often, it’s simpler (and impossible otherwise) to:

Convert share to additive -> Compute partial signature -> Aggregate.

We would represent shares as MSP-compatible, then convert and proceed normally.

DONE!! …. Right?



Gotcha #1: Share uniformity
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In Shamir, conversion to additive is uniform.

In MSP, that’s not the case!

● It may be zero (if quorum is not minimal qualified)
● It may be duplicate (leaves of an OR gate)

So, rerandomization after additive conversion is required.



Gotcha #2: Output of Equivalent Boolean Formulae 
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The following two trees are equivalent at a logical level, but result in different share sizes.



Gotcha #3: Share recovery
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In Shamir, offline share recovery is always possible.

With MSPs, that’s not the case and it must be (i) interactive, and (ii) accompanied with a refresh.
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Specifications
Why it matters, and why no one does it.



Spec: Out of Sync Spec

Public 2026 BRON.ORG



Spec: No Test Vectors
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Spec: Solution
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[ Sage Example ]
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Bron-Crypto Is open 
source!

Thank you!
alireza.rafiei@bron.xyz

mailto:alireza.rafiei@bron.xyz

