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Imagine you have discovered 
wrongdoings and are ready to 
talk a journalist…
how would you do that?
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The first contact is 
particularly difficult

Using anonymity networks (e.g. Tor) 
can make one stand-out…

…and they can be 
difficult to use

Avoid leaving digital footprints 
from the beginning
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Embedded and activated 
in every Guardian app

Cover traffic protects metadata of 
real whistleblower messages

Strong plausible deniability 
for sources

Use existing user base to build 
large anonymity set
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“The quality of incoming 
messages is incomparable to 
what came before.”

—Deputy Investigations Editor 
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Threat model and assumptions.

Compromise cloud providers

Observe, record, or modify 
Internet traffic at scale

Capture sources’ smartphones

The news organisation runs nodes 
in a physically-secure location.

Source and journalist devices are 
not compromised with malware
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Example of key hierarchy in use: Sentinel verifying a dead drop

● Download public key hierarchy from the API
● Verify hierarchy against trust anchor
● Find all verified CoverNode id public keys
● Attempt to verify the dead drop with each  



A printed out-of-band root of trust for the key hierarchy.
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Questions?



Group messaging in Sentinel



Drawbacks of 1:1 messaging

Editors want to share management of profiles

Sources don’t always choose the journalist best placed
to handle their tip

Journalists take sabbaticals, go on holiday, get sick, etc.



Requirements for group messaging

Delegate source conversations

Goal: shared management of journalist profiles, and source conversations

Share ownership of journalist profiles

No more transferring vaults

Other organisations can opt out



Messaging Layer Security (RFC 9420)

● Encrypted messaging protocol 
providing continuous group 
authenticated key exchange

● Scales to 10s of thousands of users 
per group

● Growing adoption

RCS

● Message confidentiality

● Integrity and 
authentication

● Asynchronicity

● Forward secrecy (FS)

● Post-compromise 
security (PCS)

+

+

+

+
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MLS Protocol overview

Group are collection

of clients.

GROUP

CLIENTS

Clients represented by a 

credential and a signing key.

Group secret evolves through 

epochs as membership changes.

GROUP SECRET

RATCHET TREE

Ratchet tree used to efficiently 

encrypt for a subset of clients.



Pairwise encryption



Pairwise encryption



Ratchet tree



Ratchet tree update



● Open-source Rust 

implementation of MLS

● Security audit published May 2026

● Maintainers very friendly 

and responsive

● Draft of post-quantum ciphersuite



Group messaging in Sentinel

Conversation Groups

Allow Sentinel user to 
forward messages to & from 
sources

Shared Profile Groups

Allow multiple Sentinel users 
to share management of 
journalist profile.

Works by securely sharing 
private journalist keys



Message forwarding in conversation groups



Message forwarding in conversation groups



Keys synchronised in shared profile groups



MLS Services

Delivery Service

- Directory that provides the 

initial keying material

- Routes messages between 

clients, acting as a message 

broadcaster

- Make sure that all clients agree 

on the order of messages

- Not assumed to be trusted



CoverDrop’s MLS Delivery Service



MLS Services

Authentication Service

- Issue credentials to clients

- Enables group members to 
authenticate the credentials 
presented by other group 
members

- Trusted - a malicious AS can 
allow an attacker to 
impersonate any client

Delivery Service

- Directory that provides the 

initial keying material

- Routes messages between 

clients, acting as a message 

broadcaster

- Make sure that all clients agree 

on the order of messages

- Not assumed to be trusted



Existing CoverDrop Authentication



CoverDrop’s MLS Authentication Service



MLS Auth Service

Response from API public-keys endpoint

● MLS client credential = 

sentinel id

● MLS client’s signing key = 

sentinel id key



Ciphersuite Security level in bits KEM AEAD algorithm Hash algorithm
Signature 
algorithm

0x0001 128 DH KEM x25519 AES-GCM 128 SHA2-256 Ed25519

0x0002 128 DH KEM P256 AES-GCM 128 SHA2-256 EcDSA P256

0x0003 128 DH KEM x25519 Chacha20Poly1305 SHA2-256 Ed25519

0x0004 256 DH KEM x448 AES-GCM 256 SHA2-512 Ed448

0x0005 256 DH KEM P521 AES-GCM 256 SHA2-512 EcDSA P521

0x0006 256 DH KEM x448 Chacha20Poly1305 SHA2-512 Ed448

0x0007 256 DH KEM P384 AES-GCM 256 SHA2-384 EcDSA P384

0x004D 256 X-WING KEM draft-01 Chacha20Poly1305 SHA2-256 Ed25519

OpenMLS ciphersuites



Group messaging roadmap

✅ Experiment with OpenMLS, create design, get feedback

✅ Create MLS Delivery Service

✅ Create MLS Authentication Service

⏳ Turn Sentinel into a group messaging client for testing

🤖 Shared read-only access to source conversations

🤖 Shared read-write access to source conversations

🤖 Shared management of journalist profiles





MLS challenges

MLS spec is complex, very broad

AS + DS = relatively high barrier to entry

Complex state management across distributed system:
Partial failures, consensus, error handling, transactionality, …



Thank you!
Learn more: coverdrop.org
github.com/guardian/coverdrop
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